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Ref.No : F11(76)/DolT&C/2022/Vol-1-00143-Part File(1) Dated : Signed date

Revised

Standard Operating Procedure (SOP) for granting access to Aadhaar Authentication
Services to State Departments / Organizations / PSUs of GoR

Department of Information Technology And Communication (DOIT&C), Government of
Rajasthan is registered as an AUA (Authentication User Agency) & ASA (Authentication
Service Agency) with UIDAI. AUA-DOIT&C provides access to Aadhaar Authentication web
Services to State Departments / Organizations / PSUs of Government of Rajasthan for
verification of residents in order to deliver benefits of various important public beneficiary
schemes.

In suppression of SOP Ref. No. : F11(76)/DolT&C/2022/Vol-1/Pt-1/04974/2023 Dated :
17-11-2023, following Standard Operating Procedure (SOP) is defined for granting access to
Aadhaar Authentication Services to State Departments / Organizations / PSUs of
Government of Rajasthan :-

1. Publishing of Gazette Notification by Applicant Department : The department who
is willing to utilize Aadhaar Authentication Services shall publish a Notification in State
Gazette under Section-7 or Section-4(4)(b)(ii) of Aadhaar Act., 2016 (as applicable) as
per guidelines mentioned the DOIT&C Circular Number F11(76)/DOIT&C/2022/Vol-
6/03211/2023 Dated : 27-06-2023. This process is to be completed at the level of
concerned department only. (Please refer annexure-A)

2. Submission of Application to DOIT&C: After publishing the Notification in the State
Gazette, concern department shall submit the following documents in original duly seal
& signed to DOIT&C requesting access to Aadhaar Authentication Services. The
department shall clearly mention the purpose and type of Authentication required in the
Application Form.

a) Covering Letter addressed to commissioner & Special Secretary, DOIT&C, Jaipur.
b) Sub-AUA / Sub-KUA Application Form (as applicable). (Please refer annexure-B)
¢) Joint Undertaking Form. (Please refer annexure-C)

d) Agreement on Stamp Paper of Rs. 100/-. (Please refer annexure-D)

e) Gazette Notification issued under Section-7/Section-4(4)(b)(ii) of Aadhaar Act, 2016
for usages of Aadhaar for any scheme or any other purpose (as applicable). (Please
refer annexure-A)

f) Copy of approval received from Ministry of Electronics And Information Technology,
Government of Rajasthan against the proposal subm mmg@
usages of Aadhaar as per UIDAI Circular BafKdj:RE8-08- ﬁ’g
(ii) of Aadhaar Act., 2016. (Please refer annex
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g) Copy of GST Number.

3. Approval of Application: AUA-DOIT&C shall review the application & documents
received from departments for Aadhaar Authentication Services. AUA-DOIT&C shall
forward the application of department to UIDAI Head Office, New Delhi for Sub-
AUA/Sub-KUA registration after obtaining approval of competent authority.

UIDAI, after their internal vetting and approval process, issues Sub-AUA/Sub-KUA
Code & License Key of pre-production environment to DOIT&C. DOIT&C shall further
share this pre-production Sub-AUA/Sub-KUA Code & License Key to the applicant
department for integration and testing in pre-production environment.

4, Testing & Integration in Pre-Production Environment: Upon generation of pre-
production Sub-AUA code by UIDAI, AUA-DOIT&C shall grant access of Aadhaar
Authentication Service in pre-production environment to the applicant department.
Following steps shall be followed in this regard :-

a) Mapping of pre-production Sub-AUA/Sub-KUA Code and license key in pre-
production environment of AUA application.

b) Generation of Application Code, Encryption key, whitelisting of DNS and Server
IP address of Sub-AUA/Sub-KUA application in pre-production environment of
AUA.

¢) Sharing Pre-Production Sub-AUA/Sub-KUA code, License Key, App Code and
Encryption key in a password protected pdf on e-mail of authorized TPOC
(Technical Point of Contact) of applicant department.

d) Review of transaction logs and front-end application of Sub-AUA/Sub-KUA for
following :

o Compliance of UIDAI's Aadhaar API Version 2.5.

o Ensuring compliance of consent related guidelines of UIDAI in UI of
application.

o Review of source code of Sub-AUA/Sub-KUA application in context to
Aadhaar Authentication Services.

o Storage of transaction logs.
o Storage of consent information.

o Integration with Aadhaar Data Vault if Aadhaar number is stored in plain
text by applicant department.

o Compliance of any other requirements as defined by UIDAL

5. Payment of Sub-AUA/Sub-KUA Licence Fee: As per Ci @jg ?E} 1
No. : K-11022/632/2017-UIDAI (Auth-II) Reited:Re9-02 and Circular 14

2021 vide Ref. No. : K-11022/632/2017-UTDAY (iut}Dl alsigs! oy Ragfeshwar Lal
So

anki
Designation cal Director
Date: 2024.07: 10:25 IST

Page 2 of 4 Reason: Approved



® e GOVERNMENT OF RAJASTHAN
DOIT.C Department of Information Technology & Communication

Nepartment of Infprmatan Techroiogy

£ Communication Haissthan IT Building, Yojana Bhawan Campus, Tilak Marg, C-Scheme, Jaipur-302005,
Website: www.doitc.rajasthan.gov.in

license fee has been levied on all Sub-AUA/Sub-KUA @ Rs. 3.00 Lakh (exclusive of
applicable taxes) for a period of two years. (Please refer annexure-E)

Upon successful testing in pre-production environment by AUA-DoIT&C, it shall
forward the transaction logs to UIDAI for further review at their end. UIDAI, after
review of pre-production transaction logs, issues invoice to the Sub-AUA/Sub-KUA for
payment of license fee.

Concerned Sub-AUA/Sub-KUA shall make the payment against the invoice to the
UIDAI directly and shall share the payment details like payment sanction order and
Unique Transaction Reference (UTR) with the AUA-DolIT&C, which will be further
shared with UIDAI for generation of Production Sub-AUA/Sub-KUA code and license
key.

Sub-AUA/Sub-KUA shall pay this license fee to UIDAI in every two financial years
against the invoice generated by UIDAL

6. Production Services: After successful confirmation of license fee payment, UIDAI
issues and shares production Sub-AUA/Sub-KUA code and license key with DolT&C.
Following steps are to be followed for granting access to Production Services :-

a) Sub-AUA/Sub-KUA shall mandatorily submit a valid third party security audit
certificate (to be done after pre-production testing).

b) Mapping of production Sub-AUA/Sub-KUA Code and license key in production
environment of AUA application.

c) Generation of Application Code, Encryption key, whitelisting of DNS and Server
IP address of Sub-AUA/Sub-KUA application in production environment of AUA.

d) Sharing Production Sub-AUA/Sub-KUA code, License Key, App Code and
Encryption key in a password protected pdf on e-mail of authorized TPOC
(Technical Point of Contact) of applicant department.

e) Sub-AUA/Sub-KUA shall mandatorily conduct a security audit of their
applications in every six months or after every change in their application in
context to Aadhaar based Authentication services.

7. Periodic review of Sub-AUA/Sub-KUA applications:- In order to ensure the
security measures in the Sub-AUA/Sub-KUA applications, AUA-DolIT&C shall conduct
a periodic review of all Sub-AUA/Sub-KUA applications in every six months. A
calendar for the same shall be issued by DoIT&C for this purpose in advance. AUA-
DolIT&C shall also maintain a report of these reviews.

8. Period Security Audit and Source Code review:- All the Sub-AUAs/Sub-KUAs
registered under AUA-DolIT&C shall mandatorily get their applications and source

code audited by a third party CERT-In auditor in e@lgﬁaﬂl:ﬂ’ed itd
IT&S

security audit and source code review repoﬁﬁég%lg?gDo
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9. Annual IS Audit of Sub-AUAs by CERT-In auditor:- AUA-DolIT&C shall conduct
annual IS audit Sub-AUAs on by a CERT-In certified auditor as per audit check list
defined by UIDAL Sub-AUAs for this audit shall be picked on sample basis each year.

All the Sub-AUAs registered/to be registered under AUA-DoIT&C shall strictly adhere to
this SOP and guidelines/directions issued by UIDAI time-to-time.

This bears approval of competent authority.

(R. L. Solanki)
Technical Director

Ref.No: F11(76)/DolT&C/2022/Vol-1-00143-Part File(1) Dated : Signed date
Copy to following for information:-

1. P.A. to Secretary, DolT&C, Jaipur.

2. P.S. to Commissioner and Special Secretary, DoIT&C, Jaipur.

3. All Project OICs, DoIT&C/RISL, Jaipur.

4. OIC-Website to upload on the DolT&C website.
5. Guard file.

(R. L. Solanki)
Technical Director

RajKaj Ref Slgnature ||d
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Government of India

YRy e ggam mftrevor
Unique Identification Authority of India (UIDAI)
IUR &I, e |ifed e, Freh dfdw & die

e Hifdbe, 78 fReei—110001
Aadhaar H.Q., Bangla Sahib Road, Behind Kali Mandir,
Gole Market, New Delhi-110001

No. 1-1/2019-UIDAI (DBT) Dated: 25" November, 2019

CIRCULAR

Subject: Guidelines on use of Aadhaar under section 7 of the Aadhaar Act
2016 (as amended by the Aadhaar and Other Laws (Amendment) Act,
2019) by the State Governments for the schemes funded out of
Consolidated Fund of State.

The use of Aadhaar as identity document for delivery of services or benefits or
subsidies simplifies the Government delivery processes, brings in transparency and
efficiency, and enables beneficiaries to get their entitlements directly in a convenient
and seamless manner by obviating the need to produce multiple documents to prove
one’s identity.

2. The provisions of the Aadhaar Act, 2016 had come into effect from 12"
September 2016 through a Gazette notification. Subsequently, to give effect to the
provisions of the Act, various Regulations under the Aadhaar Act have been notified
by UIDAI in the official Gazette. Further, the Aadhaar and Other Laws (Amendment)

Act, 2019 has been notified on 24" July 2019 after its passing by the Parliament,
which inter-alia, includes an amendment of section 7 of the Aadhaar Act, as under:

“In section 7 of the principal Act, after the words “the Consolidated Fund of
India” the words “or the Consolidated Fund of State” shall be inserted.”

3. Section 7 of the Aadhaar Act 2016 stipulates that as a condition for receipt of
a subsidy, benefit or service for which the expenditure is incurred from the
Consolidated Fund of India or the Consolidated Fund of States, the Central
Government or the State Government may require the individual to undergo Aadhaar
authentication or furnish proof of possession of Aadhaar number. Hon'ble Supreme
Court of India in its judgment dated 26" September 2018 in the Writ Petition (Civil)
No. 494: Justice K.S. Puttaswamy v. Union of India, has further clarified the
interpretation of section 7 and held as under (Ref. para 322 and para 447 (2)(m),
page 555 of the judgement).
“(a) ‘benefits’ and ‘services’ as mentioned in Section 7 should be those which have
the colour of some kind of subsidies etc., namely, welfare schemes of the
Govemment whereby Government is doling out such benefits which are targeted at a
particular deprived class.

h
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(b) The expenditure thereof has to be drawn from the Consolidated Fund of India.

(c) On that basis, CBSE, NEET, JET, UGC etc. cannot make the requirement of
Aadhaar mandatory as they are outside the purview of Section 7 and are not backed
by any law”. (emphasis supplied)

The Supreme Court has, thus interpreted ‘benefits’ in section 7 as welfare
measures targeted at a particular deprived class of persons. This class of persons as
interpreted by the Supreme Court can be construed as a specific group of people
having in common their socio-economic status as well as the broad causes of having
that particular status. It has also been clarified by the aforementioned judgment that
since earmings by an individual are a matter of right they cannot be covered by
section 7 of the Aadhaar Act. Therefore, payment of remuneration, and other
expenses to employees or contractual manpower cannot be considered as ‘benefits’
under section 7 of the Aadhaar Act.

Further, Section 3A(3) inserted vide the Aadhaar and Other Laws
(Amendment) Act, 2019 stipulates that notwithstanding anything contained in section
7, a child shall not be denied any benefit, subsidy or service for failure to establish
his identity by undergoing authentication or furnishing proof of possession of
Aadhaar number or in case of a child to whom no Aadhaar number has been
assigned, producing an application for enrolment.

4. Until now, using section 7 of the Aadhaar Act 2016, only Central Ministries/
Departments have been mandating use of Aadhaar of the beneficiaries under their
respective schemes (both under Central administration and Central sponsorship)
through publishing section 7 notifications in the Gazette of India, after due vetting of
the same by the Ministry of Law & Justice. UIDAI has been facilitating the process of
vetting of all these notifications since November 2016.

S, As per provisions in the Aadhaar and Other Laws (Amendment) Act, 2019, the
State Governments can henceforth, mandate use of Aadhaar authentication for the
beneficiaries under section 7 of the Aadhaar Act 2016 in those schemes which are
funded out of Consolidated Fund of the State. In order to do so, the State
Governments will need to issue notifications under section 7 of the Aadhaar Act,
2016 in respect of the specific schemes, similar to the ones as published by the
Central Ministries/Departments.

6. Accordingly, it is suggested that the State Governments may take the
following steps to issue section 7 notifications under their specific schemes which
are funded out of Consolidated Fund of the State:

a) The State Governments may first identify the schemes for use of Aadhaar
where ‘benefits’ are given to the ‘individuals’, and ensure that the schemes
fulfil the criteria of being eligible under section 7 of the Aadhaar Act, as per

Page 2 of 3



the judgement of the Hon'ble Supreme Court dated 26" September 2018
(Ref. para 3 above).

b) Thereafter, a draft notification for the specific scheme may be prepared by the
Department implementing the scheme, and vetted by the Legal Department of
the State Government before publishing it, as per the extant procedure.

c) The State Governments may use a standard template of section 7 notification
(Annex-1). In case, children are beneficiaries under any scheme, an
additional paragraph is required to be inserted as per section 3A (3) of the
Aadhaar and Other Laws (Amendment) Act, 2019. A sample of children
specific scheme notification is enclosed at Annex-2.

d) After publication of the section 7 notification in the State Gazette, the State
Governments may approach Authentication Division of UIDAI HQ seeking
necessary permission (if not already received) for online authentication of the
beneficiaries under the respective schemes. In this regard, guidelines
available on UIDAI's website may be referred to
(https://www.uidai.qov.in/images/resource/Compendium_August 2019.pdf).

7. This circular has been placed on UIDAI's website (https://www.uidai.gov.in/about-

uidai/legal-framework/circulars. html).
@W—x

kaj Kumar)
Chief Exéeutive Officer, UIDAI

Enclosures:

1. Annex-1: Sample Template of Aadhaar Section 7 Notification for the State Schemes
where beneficiaries are other than children

2. Annex-2: Sample Template of Aadhaar Section 7 Notification for the State Schemes
where beneficiaries are children

3. Office Memorandum of DBT Mission Cabinet Secretariat dated 19" December 2017
‘Use of Aadhaar in Benefit Schemes of Govemment — Exception Handling’
(https://dbtbharat.gov.in/data/om/Aadhaar_Exception Handling OM 19122017.pdf)

4. UIDAI Circular dated 24™ October 2017 Exception handling in Public Distribution
Services and other welfare Schemes’

(https://uidai.gov.infimages/tenders/Circular relating to Exception handling_25102017.pdf)

To
Chief Secretaries, All State Governments

Copy for information to:
1. Secretary (Coordination), DBT Mission, Cabinet Secretariat

2. Joint Secretary (in charge of UIDAI), M/o Electronics and Information
Technology

3. Dy. Director General, All Regional Offices, UIDAI
4. Authentication/Legal Divisions, UIDAI HQ
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Annex-1: Sample Template of Aadhaar Section 7 Notification for the State
Schemes where beneficiaries are other than children

[TO BE PUBLISHED IN THE [insert name of relevant gazette] ]

Government of [insert name of appropriate state government]
[insert name of relevant Department of the state government]

NOTIFICATION
[insert name of relevant city], the ——----—w-n , 2019
T e (E)._ Whereas, the use of Aadhaar as an identity document for

delivery of services or benefits or subsidies simplifies the Government delivery
processes, brings in transparency and efficiency, and enables beneficiaries to get
their entitiements directly in a convenient and seamless manner by obviating the
need to produce multiple documents to prove one’s identity;

And whereas, the [insert name of relevant department] (hereinafter
referred to as the Department), is administering the [insert name of relevant
scheme] (hereinafter referred to as the Scheme) to [insert description of the
scheme] , which is being implemented through the [insert name of implementing
agency at the state level] (hereinafter referred to as the Implementing Agency(ies));

And whereas, under the Scheme, [insert description of the benefif]
(hereinafter referred to as the benefit) is given to the [insert description of the
beneficiaries] (hereinafter referred to as the beneficiaries), by the Implementing
Agency as per the extant Scheme guidelines:

And whereas, the aforesaid Scheme involves recurring expenditure incurred
from the Consolidated Fund of [insert name of the relevant state];

Now, therefore, in pursuance of section 7 of the Aadhaar (Targeted Delivery
of Financial and Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016)
(hereinafter referred to as the said Act), the government of [insert name of the
relevant state] hereby notifies the following, namely:-

1. (1)  An individual eligible for receiving the benefits under the Scheme shall
hereby be required to furnish proof of possession of the Aadhaar number or
undergo Aadhaar authentication.

(2)  Any individual desirous of availing benefits under the Scheme, who does
not possess the Aadhaar number or, has not yet enrolled for Aadhaar, shall be
required to make application for Aadhaar enrolment before registering for the
Scheme provided that he is entitled to obtain Aadhaar as per section 3 of the



said Act, and such individuals shall visit any Aadhaar enrolment centre (list
available at the Unique Identification Authority of India (UIDAI) website
www.uidai.gov.in) to get enrolled for Aadhaar.

(3) As per regulation 12 of the Aadhaar (Enrolment and Update) Regulations,
2016, the Department through its Implementing Agency, is required to offer
Aadhaar enrolment facilities for the beneficiaries who are not yet enrolled for
Aadhaar and in case there is no Aadhaar enrolment centre located in the
respective Block or Taluka or Tehsil, the Department through its Implementing
Agency shall provide Aadhaar enrolment facilities at convenient locations in
coordination with the existing Registrars of UIDAI or by becoming a UIDAI
Registrar themselves:

Provided that till the time Aadhaar is assigned to the individual, benefits
under the Scheme shall be given to such individual, subject to the production of
the following documents, namely —

(a) if he has enrolled, his Aadhaar Enrolment Identification slip; and
(b) any one of the following documents, namely :-

() Bank or Post office Passbook with Photo: or

(i) Permanent Account Number (PAN) Card: or

(i) Passport; or

(iv) Ration Card; or

(v) Voter Identity Card; or

(vi) MGNREGA card; or

(vii) Kisan Photo passbook: or

(viii) Driving license issued by the Licensing Authority under the Motor
Vehicles Act, 1988 (59 of 1988): or

(ix) Certificate of identity having photo of such person issued by a
Gazetted Officer or a Tehsildar on an official letter head; or

(x) any other document as specified by the Department:

Provided further that the above documents may be checked by an officer
specifically designated by the Department for that purpose.

2. In order to provide benefits to the beneficiaries under the Scheme
conveniently, the Department through its Implementing Agency shall make all the
required arrangements to ensure that wide publicity through the media shall be given
to the beneficiaries to make them aware of the said requirement.



3. In all cases, where Aadhaar authentication fails due to poor biometrics of the
beneficiaries or due to any other reason. the following remedial mechanisms shall be
adopted, namely:-

(a) in case of poor fingerprint quality, iris scan or face authentication facility
shall be adopted for authentication thereby the Department through its
Implementing Agency shall make provisions for iris scanners or face
authentication along with finger-print authentication for delivery of benefits in
seamless manner:;

(b) in case the biometric authentication through fingerprints or iris scan or face
authentication is not successful, wherever feasible and admissible
authentication by Aadhaar One Time Password or Time-based One-Time
Password with limited time validity, as the case may be, shall be offered:

(c) in all other cases where biometric or Aadhaar One Time Password or Time-
based One-Time Password authentication is not possible, benefits under
the Scheme may be given on the basis of physical Aadhaar letter whose
authenticity can be verified through the Quick Response (QR) code printed
on the Aadhaar letter and the necessary arrangement of QR code reader
shall be provided at the convenient locations by the Department through its
Implementing Agency.

o In addition to the above, in order to ensure that no bona fide beneficiary under
the Scheme is deprived of his due benefits, the Department through its
Implementing Agency shall follow the exception handling mechanism as outlined in
the Office Memorandum of DBT Mission, Cabinet Secretariat Government of India
dated 19" December 2017.

9. This notification shall come into effect from the date of its publication in the
Official Gazette.

EREl Tl ]

(Name...............)

[insert designation of appropriate official of the relevant state government who
is adequately empowered for this purpose]



Annex-2: Sample Template of Aadhaar Section 7 Notification for the State
Schemes where beneficiaries are children

[TO BE PUBLISHED IN THE [insert name of relevant gazette] ]

Government of [insert name of appropriate state government]
[insert name of relevant Department of the state government)|

NOTIFICATION
[insert name of relevant city], the -——-—-——- , 2019
L o EAR N, (E).__ Whereas, the use of Aadhaar as an identity document for

delivery of services or benefits or subsidies simplifies the Government delivery
processes, brings in transparency and efficiency, and enables beneficiaries to get
their entitlements directly in a convenient and seamless manner by obviating the
need to produce multiple documents to prove one’s identity;

And whereas, the [insert name of relevant department] (hereinafter
referred to as the Department), is administering the [insert name of relevant
scheme] (hereinafter referred to as the Scheme) to [insert description of the
scheme] , which is being implemented through the [insert name of implementing
agency at the state level] (hereinafter referred to as the Implementing Agency);

And whereas, under the Scheme, [insert description of the benefif]
(hereinafter referred to as the benefit) is given to the [insert description of the
beneficiaries] (hereinafter referred to as the beneficiaries), by the Implementing
Agency as per the extant Scheme guidelines;

And whereas, the aforesaid Scheme involves recurring expenditure incurred
from the Consolidated Fund of [insert name of the relevant state];

Now, therefore, in pursuance of section 7 of the Aadhaar (Targeted Delivery
of Financial and Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016)
(hereinafter referred to as the said Act), the government of [insert name of the
relevant state] hereby notifies the following, namely: -

1. (1) A child desirous of availing the benefit under the Scheme shall hereby be
required to furnish proof of possession of the Aadhaar number or undergo
Aadhaar authentication.

(2) Any child desirous of availing the benefit under the Scheme, who does not
possess the Aadhaar number or, has not yet enrolled for Aadhaar, shall be
required to make application for Aadhaar enrolment subject to the consent of his
parents or guardians, before registering for the Scheme provided that he is
entitled to obtain Aadhaar as per section 3 of the said Act and such children
shall visit any Aadhaar enrolment centre (list available at the Unique
Identification Authority of India (UIDAI) website www.uidai.gov.in) to get enrolled
for Aadhaar.




(3) As per regulation 12 of the Aadhaar (Enrolment and Update) Regulations,
2016, the Department through its Implementing Agency, is required to offer
Aadhaar enrolment facilities for the beneficiaries who are not yet enrolled for
Aadhaar and in case there is no Aadhaar enrolment centre located in the
respective Block or Taluka or Tehsil, the Department through its Implementing
Agency shall provide Aadhaar enrolment facilities at convenient locations in
coordination with the existing Registrars of UIDAI or by becoming a UIDAI
Registrar themselves:

Provided that till the time Aadhaar is assigned to the child, the benefit
under the Scheme shall be given to such children subject to production of the
following documents, namely:-

(@) (i) if the child has been enrolled after attaining the age of five years
(with biometrics collection), his Aadhaar Enrolment Identification slip,
or of bio-metric update identification slip; and

(b)  any one of the following documents, namely:-

(i) Birth Certificate; or Record of birth issued by the appropriate authority;
or

(i) School identity card, duly signed by the Principal of the school,
containing parents’ names: and

(¢)  any one of the following documents as proof of relationship of the
beneficiary with the parent or legal guardian as per the extant Scheme
guidelines, namely:—

(i) Birth Certificate; or Record of birth issued by the appropriate authority;
or

(i) Ration Card: or

(iif) Ex-Servicemen Contributory Health Scheme (ECHS) Card; or
Employees' State Insurance Corporation (ESIC) Card; or Central
Government Health Scheme (CGHS) Card: or

(iv) Pension Card: or
(v) Army Canteen Card: or
(vi) any Government Family Entitlement Card; or
(vii) any other document as specified by the Department:

Provided further that the above documents shall be checked by an officer
specifically designated by the Department for that purpose.

2. In order to provide benefits to the beneficiaries under the Scheme
conveniently, the Department through its Implementing Agency shall make all the
required arrangements to ensure that wide publicity through media shall be given to
the beneficiaries to make them aware of the said requirement.



3. In all cases, where Aadhaar authentication fails due to poor biometrics of the

beneficiaries or due to any other reason. the following remedial mechanisms shall be
adopted, namely:-

(a) in case of poor fingerprint quality, iris scan or face authentication facility shall
be adopted for authentication, thereby the Department through its Implementing
Agency shall make provisions for iris scanners or face authentication along with
finger-print authentication for delivery of benefits in seamless manner;

(b) in case the biometric authentication through fingerprints or iris scan or face
authentication is not successful, wherever feasible and admissible
authentication by Aadhaar One Time Password or Time-based One-Time
Password with limited time validity, as the case may be, shall be offered:

(c) in all other cases where biometric or Aadhaar One Time Password (OTP) or
Time-based One-Time Password authentication is not possible, benefits
under the scheme may be given on the basis of physical Aadhaar letter whose
authenticity can be verified through the Quick Response (QR) code printed on
the Aadhaar letter and the necessary arrangement of QR code reader shall be
provided at the convenient locations by the Department through its
Implementing Agency.

4. Notwithstanding anything contained herein above, no child shall be denied
benefit under the Scheme in case of failure to establish his identity by undergoing
authentication, or furnishing proof of possession of Aadhaar number, or in the case
of a child to whom no Aadhaar number has been assigned, producing an application
for enrolment. The benefit shall be given to him by verifying his identity on the basis
of other documents as mentioned in clauses (b) and (c) of the proviso of sub-
paragraph (3) of paragraph 1, and where benefit is given on the basis of such other
documents, a separate register shall be maintained to record the same, which shall
be reviewed and audited periodically by the Department through its Implementing
Agency.

5. This notification shall come into effect from the date of its publication in the
Official Gazette.

(NBME:. i )
[insert designation of appropriate official of the relevant state government who
is adequately empowered for this purpose]



No. D-26011/04/2017-DBT
Government of Incia
Cabinet Secretariat
(DBT Mission)

Dated: 19t December 2017
Office Memorandum

Subject: Use of Aadhaar in Benefit Schemes of Government - Exception Handling -
Regarding.

Aadhaar based DBT is a significant governance reform to ensure greater transparency and
accountability in public service delivery through effective use of technology. Aadhaar as an
identity proof obviates the need for producing multiple documents for proving one’s identity,

thereby simplifying procedures and eliminating fake/ ghost beneficiaries through de-
duplication.

2. However, Government is sensitive to the fact that the Aadhaar enrolment process has not
been completed and infrastructure constraints may pose difficulty in online authentication. To
ensure that bona fide beneficiaries are not deprived of their due benefits, sufficient provisions
have been made in the Aadhaar Act, 2016. UIDAI has also issued regulations to handle
exceptions, ensuring that no beneficiary is denied benefits for want of Aadhaar, vide circular
dated 24t October, 2017 (copy enclosed for ready reference). In accordance with the guidelines
issued by UIDAI from time to time, the following may be considered:

A. For extending benefits to beneficiaries who do not possess Aadhaar, the following
mechanism may be adopted:

i.  The beneficiary shall be provided subsidy, benefit or service based on alternate
identification document as notified in the relevant notifications issued under the
provisions of Section 7 of the Aadhaar Act, 2015,

.  Efforts should be made to ensure that all such beneficiaries are facilitated for enrolment
under Aadhaar. The concerned Deparment through its Implementing Agencies may offer
Aadhaar enrolment facilities for such beneficiaries at convenient locations through centres
in the respective Block/ Taluka/ Tehsil (including through Post Offices, Banks, ICDS
Centres etc).

i.  As per regulation 12 of Aadhaar (Enrolment and Update) Regulations, 2016, the State
Government/ Implementing Agencies should also make special arrangements for bed
ridden, differently-abled, or senior citizens, who are unable to visit the registration
centre(s), to get them enrolled for Aadhaar.

v. Till such time Aadhaar is assigned to a beneficiary, a separate register, preferably
electronic, shall be maintained for recording such transactions, whenever the beneficiary is
provided benefits/ services on the basis of alternative identification documents. This
register may be periodically reviewed and audited.

B. In all such cases where Aadhaar authentication fails, the following mechanism may be
adopted:



i Departments and Bank Branches may make provisions for IRIS scanners along with
fingerprint scanners, wherever feasible.

ii. In cases of failure due to lack of connectivity, offline authentication system such as QR
code based coupons, Mobile based OTP or TOTP may be explored.

ii. In all cases where online authentication is not feasible, the benefit/ service may be

provided on the basis of possession of Aadhaar, after duly recording the transaction in
register, to be reviewed and audited periodically.

3, In view of above, DBT implementing Ministries/ Departments and State Governments are
requested to implement proper exception handling mechanism in conformity with the Aadhaar
Act 2016 and subsequent regulations and guidelines issued from time to time. A robust
mechanism for ensuring their compliance and its periodic monitoring may also be put in place.

Enclosure: As above A ‘ Ele

(Arun Sharma)
. Director (DBT)
Tel - (011) 23343860 Ext: 318

: Secretaries to all Ministries/ Departments of Government of India
2. Chief Secretaries of all States/ Administrators of all UTs
3. CEO, UIDAI

Copy to:

1. Coordinators, DBT Cells in all Ministries / Departments
2 Coordinators, DBT Cells in all States / UTs.

NOO:

1.  AS(TB), PMO
2 SOtoCS/ Sr. PPS to Addl. Secretary (Coordination) / S (AG) / JS (DBT)
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: HRA PR
Slo ST YUY UL, AIUH, Government of India
T FEEH Sfewr Ay faRre ggEE gifeor
Dr. Ajay Bhushan Pandey, IAS Unique 1danhﬁcation Authority of India (UIDAI)
Chief Executive Officer et wfre, raw 0, oftes gl W,
FAte gaw, 72 fawen-110001
3rd Floor, Tower I1, Jeevan Bharati Building,
Connaught Circus, New Delhi-110001
No. 23011/Gen/2014/Legal-UIDAI 24" October, 2017

Circular

Subject: Exception handling in Public Distribution Services and other welfare Schemes

Section 7 of the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act. 2016 provides that:

“The Central Government or. as the case may be. the State Government may, for the
purpose of establishing identity of an individual as a condition for receipt of a subsidy, benefit or
service for which the expenditure is incurred from, or the receipt therefrom forms part of, the
Consolidated Fund of India, require that such individual undergo authentication, or furnish proof of
possession of Aadhaar number or in the case of an individual to whom no Aadhaar number has
been assigned. such individual makes an application for enrolment:

Provided that if an Aadhaar number is not assigned to an individual. the individual shall be
offered alternate and viable means of identification for delivery of the subsidy, benefit or service.™
2, Various Ministries/Departments have issued notification under Section 7 of Aadhaar Act to
require Aadhaar / Aadhaar authentication for delivery of various benefits. subsidies or service lor
which the expenditure is incurred from, or the receipt therefrom forms part of the Consolidated
Fund of India.

3. It has come to notice that some beneficiaries are being denied the benefit, subsidy or service
for various reasons such as not having Aadhaar; failure of authentication: and other extraneous
circumstances like electricity outage. internet connectivity issues etc despite above provisions of
Aadhaar Act and other adequate mechanisms to handle such exceptions already provided in the
Regulations and notifications issued under Section 7.

4. Therefore. the following exception handling mechanism and back-up identity authentication
mechanisms may be followed for implementation 10 ensure scamless delivery of subsidy. benefit or
service to beneficiary:

a. Till the time Aadhaar is assigned to a beneficiary, he/she shall be provided subsidy,
benefit or service based on alternate identification docugnent as notified by the
Ministry/Department in the relevant notification issued under the provision of Section 7
of the Aadhaar Act, 2016. The notifications also give powers to both Central Ministry
and State Governments (as the case may be) to add more alternate documents depending
on local conditions.
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b. In case of failure of Biometric authentication due to network/connectivity issue or due
to poor biometric of resident etc, he/she shall be provided subsidy, benefit or service
based on possession of Aadhaar by him/her as provided in Section 7 of the Aadhaar Act,
2016 and the notification.

¢. In case of a family based scheme, such as PDS, an option shall be provided that any
member of the family can authenticate and receive the benefit, as notified by the
Ministry/Department in the relevant notification issued under the provision of Section 7
of the Aadhaar Act, 2016. This flexibility should be used for ensuring delivery of
benetit in case biometric authentication for a member (senior) fails.

d. The State Governments/Implementing agency should also make special arrangements
for bed ridden senior residents to get them verified/ authenticated including but not
limited to sending a village level worker to their home for this purpose.

e. All such exception handling shall be recorded in the system and steps be taken to avoid
any misuse of the exception. The front end service provider shall also maintain record of
exception such as copy of Aadhaar letter, signature/thumbprint of the beneficiary and
other supporting documents as notified by the Ministry/Department.

f. The Ministry/Department shall devise and implement mechanism for audit and
inspection of such exceptions.

i The Ministries/Department are requested to issue appropriate directions to the State
Governments/Implementing agencies for the above exception handling mechanism and also
monitor the same on periodical basis.

(Dr. Ajay Bhushan Pandey)
Chief Executive Officer

To
All Ministries/Departments
All State Governments
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CIRCULAR

Subject: Application Form along with Guidelines for submission of proposals for use of
Aadhaar authentication under the Aadhaar Authentication for Good Governance
(Social Welfare, Innovation, Knowledge) Rules, 2020-regarding

Ministry of Electronics and Information Technology (MeitY) has notified the
Aadhaar Authentication for Good Governance (Social Welfare, Innovation, Knowledge)
Rules, 2020 in the Gazette of India on 05.08.2020 (copy enclosed).

2; As per Rule 4 of aforesaid notification, the Ministry or the Department of the
Government of India or the State Government, as the case may be, desirous of utilising
Aadhaar authentication for a purpose specified in rule 3 shall prepare a proposal with
Justification in regard to such purpose for which Aadhaar authentication is sought and
submit the same to the Central Government for making a reference to the Authority.

3 In this regard. an Application Form (Annexure-I) along with Guidelines (Annexure-
II), for submission of proposals for use of Aadhaar authentication under above rules, is
enclosed herewith for reference.

This has the approval of competent authority.
(‘/ﬁ-’ﬁ&; Dureja)

Scientist ‘G’/Sr. Director
Tel. no. 24362528

To

1. Secretaries of all Ministries/ Departments of Govt. of India
2. Chief Secretaries of all States/ UTs

<
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APPLICATION TO MEITY FOR ALLOWING USE OF AADHAAR
AUTHENTICATION

{underRule 4 of the Aadhaar Authentication for Good Governance (Social Welfare,
Innovation, Knowledge) Rules, 2020}

To,
The Secretary,
The Ministry of Electronics and IT,
Government of India,
Electronics Niketan,
6, CGO Complex,
Lodhi Road, New Delhi — 110 003.

Sir/Madam,

The . (Name of Ministry/Department of Central or State
government)  would like to use Aadhaar authentication  services  for
............................................... (use-case) as per the provisions of Section 4(4)(b)(ii)
of the Aadhaar (Targeted Delivery of Financial and OtherSubsidies, Benefits and Services)
Act, 2016. This application is being made under Rule 4 of the Aadhaar Authentication for
Good Governance (Social Welfare, Innovation, Knowledge) Rules, 2020 for approval of the
purpose of use of Aadhaar to the Central Government.

The details of the use-case, applicable purpose, justification and proposed
Authentication User Agency/KYC User Agency are provided in the prescribed format at
Annexure |. Any other information/ document will be provided immediately to the Ministry
or UIDALI, as and when required.

(Signed by)
Secretary of the Ministry/Head of Department



Annexure |

(Please refer to guidelines in Annexure 11 for preparing the proposal and application form).

Applicant Ministry/Department Details

1. Name of Applicant Ministry/Department
5 Registered office address
3 Correspondence address

Contact Det

ails

4.

Contact Name

Designation

Email Address

Mobile Number

5
6.
7.
8

Office Number

Brief Description of initiative / scheme
(Ecosystem and processes involved in
achievement or delivery of benefit)

Authenticat

ion Requirements

10.

Proposed Aadhaar authentication service Use
case

11.

Aadhaar Authentication service Use case will
meet following Purpose-
(a) usage of digital platforms to ensure good
governance;
(b) prevention of dissipation of social welfare
benefits; and
(c) enablement of innovation and the spread of
knowledge.
{Ref: Rule 3 of the Aadhaar Authentication for
Good Governance (Social Welfare, Innovation,
Knowledge) Rules, 2020}

12.

Justification for the Use-case to be considered
for the above purpose

13.

Name of proposed Authentication User Agency
(AUA) / e-KYC User Agency (KUA)for the use
of Aadhaar Authentication services

14.

Aadhaar Authentication services proposed to be
used(Please select one)

Yes/No Authentication

Yes/No and eKYC

Other details (May be attached separately)

15.

Technology Architecture of the authentication
system to be deployed

Attached (Yes/No)

16.

Service delivery process using Aadhaar
authentication and eKYC

Attached (Yes/No)

17.

In principal commitment of the
Ministry/Department to comply with all security
and privacy provisions of the Aadhaar Act, 2016,
regulations thereunder and various guidelines

issued by UIDAI

(Yes/No)

(Signed by)

Secretary of the Ministry/Head of Department




Annexure-ll
Guidelines for Central / State Government Ministries / Departments to submit
proposals to the Central Government for Aadhaar authentication under the Aadhaar
Authentication for Good Governance (Social Welfare, Innovation, Knowledge) Rules,
2020.

The Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act, 2016 (Aadhaar Act) was amended in 2019 following Supreme Court’s
judgment dated 26.09.2018 in Writ Petition (Civil) No. 494 of 2012 [Justice K S Puttaswamy
(retd) & anr vs Union of India vs ors]. The amendments include addition of sub-section (4) in
Section 4 of the Aadhaar Act reproduced below:

“(4) An entity may be allowed to perform authentication, if the Authority is satisfied that
the requesting entity is —

(a) compliant with such standards of privacy and security as may be specified by
regulations; and

(b) (i) permitted to offer authentication services under the provisions of any other law
made by Parliament; or
(i) seeking authentication for such purpose, as the Central Government in
consultation with the Authority, and in the interest of State, may prescribe.”

2. Further, clause (aa) was added in sub-section (2) of section 53 enabling the Central
Government to make rules for ‘the purpose for which the requesting entity may be allowed
by the Authority to perform authentication under sub-clause (ii) of clause (b) of sub-section
(4) of section 4”.

3. Accordingly, the Central Government has notified the Aadhaar Authentication for
Good Governance (Social Welfare, Innovation, Knowledge) Rules, 2020 (the Rules)
published in the official gazette on 05.08.2020 (Annexe) permitting Aadhaar authentication
on voluntary basis for following purposes (Rule 3):

() usage of digital platforms to ensure good governance;

(ii) prevention of dissipation of social welfare benefits; and

(iif) enablement of innovation and spread of knowledge.

4, Proposals for Aadhaar authentication can be prepared for consideration of the
Central Government by a Department or Ministry of Government of India or a State
Government. The proposal may be prepared keeping in view the following aspects:

(i) Proposals which would be eligible for consideration under section 7 (i.e. involving

giving of subsidy, benefit or service for which expenditure is incurred from



(ii)

(iii)

(iv)

(v)

(vi)

(vii)

(ix)

(x)

(xi)

(xii)

Consolidated Fund of India or Consolidated Fund of State) may be made under the
provisions of that section only and in accordance with UIDAI's Circular No. 1-
1/2019-UIDAI(DBT) dated 25.11.2019.

Proposals which do not qualify for consideration under section 7, but fulfil one or
more of the purposes may be preferred under the Rules.

The proposal should contain a brief description of the initiative or scheme
highlighting the benefit that would accrue from its implementation. Such benefit
should be relatable to the purpose(s) specified under Rule 3, for example, by
facilitating participation, accountability, transparency, responsiveness, efficiency,
effectiveness, equity, inclusion etc. which reduce or eliminate transaction costs, or
promote ease of living of residents or enable better access to services for them.
The justification in regard to the purpose(s) under Rule 3 should be brought out
clearly.

The proposal should briefly explain the eco-system and the processes involved in
achievement or delivery of the benefit.

It should specify the type of Aadhaar authentication service proposed to be used
(whether yes/no authentication or yes/no and e-KYC authentication).

The name of Authentication User Agency (AUA)/e-KYC User Agency (KUA)
proposed for the use of Aadhaar authentication services should be mentioned.
Technology architecture of the authentication system to be deployed should be
highlighted.

The service delivery process using yes/no authentication and eKYC should be
described.

In principal commitment of the sponsoring Ministry/Department or State
Government to comply with all security and privacy provisions of the Aadhaar Act,
2016, regulations thereunder and guidelines issued by UIDAI from time to time
should be clearly indicated in the proposal.

The proposal should be sent with the approval of the Secretary of the
Ministry/Department in the Central Government, or the State Government, as the
case maybe, to the Secretary, Ministry of Electronics & Information Technology,
Government of India, Electronics Niketan, 6, CGO Complex, Lodhi Road, New
Delhi — 110 003.

The contact details of the officer incharge of the proposal (name, designation,

address, email, mobile number) should be indicated.

*kkk*k
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 5th August, 2020

G.S.R.490(E).—In exercise of the powers conferred by sub — section (1) of section 53 read with clause (aa)
of sub-section (2) of section 53 of the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act, 2016 (18 of 2016), the Central Government, in consultation with Unique ldentification Authority of
India, hereby makes the following rules, namely:—

1. Short title and commencement.— (1) These rules may be called the Aadhaar Authentication for Good
Governance (Social Welfare, Innovation, Knowledge) Rules, 2020.

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions.— In these rules, unless the context otherwise requires,—

(a) “Act” means the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016
(18 of 2016);

(b) “Authority” means the Unique Identification Authority of India established under sub-section (1) of section 11 of
the Act;

(c) Words and expressions used and not defined in these rules shall have the same meaning assigned to them in the
Act or in the Information Technology Act, 2000 (21 of 2000).
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3. Purposes for Aadhaar authentication.— (1) The Central Government may allow Aadhaar authentication by
requesting entities in the interest of good governance, preventing leakage of public funds, promoting ease of living of
residents and enabling better access to services for them, for the following purposes, namely:—

(a) usage of digital platforms to ensure good governance;
(b) prevention of dissipation of social welfare benefits; and
(c) enablement of innovation and the spread of knowledge.
(2) Aadhaar authentication under sub-rule (1) shall be on a voluntary basis.

4. Preparation of proposal.— The Ministry or the Department of the Government of India or the State
Government, as the case may be, desirous of utilising Aadhaar authentication for a purpose specified in rule 3 shall
prepare a proposal with justification in regard to such purpose for which Aadhaar authentication is sought and submit
the same to the Central Government for making a reference to theAuthority.

5. Examination of proposal.— On receipt of the proposal under rule 4, if the Authority is satisfied that the
proposal is in accordance with the purposes mentioned in rule 3 and the provisions of the Act, it shall inform the
Central Government that the requesting entity may be allowed to perform Aadhaar authentication and thereafter, the
Ministry or the Department of the Government of India or the State Government, as the case may be, may be
authorised by the Central Government to notify the same accordingly.

[F.No. 13(6)/2018-EG-11(Vol-I1)]
Dr. RAJENDRA KUMAR, Addl. Secy.

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi- 110064
and Published by the Controller of Publications, Delhi-110054. xomen .




Application for SUB AUA under Regulation 15 of Aadhaar

(Authentication) Regulations, 2016

Sub AUA Organization Details

Name of the Sub AUA

Sub AUA Code

Registered Office address

Correspondence address

Management Point of Contact Name:
Designation:
Mobile No.:
Email:

Technical Point of Contact Name:
Designation:
Mobile No.:
Email:

Purpose for which 1.

Authentication Services will be 2.

Used.

(Authorized signatory: Sub-AUA)

Signature:

Name:

Designation:

Organization:

Date:

All the details mentioned above are verified by AUA

(Authorized signatory: AUA)

Signature:

Name:

Designation:

Organization:

Date:

Annexure-
B



Application for appointment as a Sub-KUA under Regulation 14(1)(ga) read with Regulation

16 (2) of

The Aadhaar (Authentication and Offline Verification) Regulations, 2021 (as amended)

Sub-KUA Organization Details

Name of the Sub KUA

Registered Office address

Correspondence address

Management Point of Contact
(Name, Phone and Email)

Technical Point of Contact
(Name, Phone and Email)

Purpose for which eKYC authentication facility
will be used*

N —

* If the purpose is under section 11A of the Prevention of Money Laundering Act, 2002, the

same may be mentioned along with details of Department of Revenue, Ministry of Finance,

Government of India Notification issued in this regard.

(Authorized signatory on behalf of Sub-KUA)
Signature:

Name:

Designation:

Organization:
Date:

All the details mentioned above have been verified.

(Authorized signatory on behalf of KUA)
Signature:

Name:

Designation:

Organization:

Date:




Annexure-C

Joint Undertaking

We, AUA- Department of Information Technology and Communication, GoR
intend to appoint (Sub AUA organization name) as Sub Authentication User
Agency (Sub AUA) and both of us are fully aware and understand the provisions of
The Aadhaar (Targeted Delivery of Financial And Other Subsidies, Benefits and
Services) Act, 2016 and Regulations made thereunder and further warrant that we
shall at all times abide by the same.

We, AUA- Department of Information Technology and Communication, GoR
intend to appoint (Sub AUA organization name) jointly and severally certify that
the information filled up in the application form and supplied therewith has been
read over and verified to be true and correct to our personal knowledge and belief
and no particulars have been concealed.

By this writing, the undersigned on behalf of AUA- Department of
Information Technology and Communication, GoR intend to appoint (Sub AUA
organization name) affirm, declare and undertake the following:

1. We, AUA- Department of Information Technology and Communication, GoR shall
ensure that the Aadhaar authentication services are used by Sub AUA (Sub
AUA Organization name) only for the purpose as mentioned in the application
form.

2. AUA- Department of Information Technology and Communication, GoR shall
create separate License Key and assign unique Sub-AUA code to the Sub-
AUA (Sub AUA Organization name), which shall not further be shared with
any other person or entity for any purpose.

3. AUA- Department of Information Technology and Communication, GoR shall
ensure that the Sub AUA (Sub AUA Organization name) complies with the
provisions of the Aadhaar Act, 2016 and its Regulations, processes,
standards, guidelines, specifications and protocols of the Authority that are
applicable to the requesting entity.

4. We, AUA- Department of Information Technology and Communication, GoR and
(Sub AUA Organization name) shall be jointly and severally liable for non-
compliance of the Aadhaar Act, 2016 and its Regulations, processes,
standards, guidelines and protocols of the Authority and shall be liable for
disincentives and penalties as per the schedule of disincentives of AUA
agreement and other provisions of the Aadhaar Act, 2016 and its
Regulations.

5. We, AUA- Department of Information Technology and Communication, GoR shall
ensure that the client application to be used for Aadhaar authentication is
developed and digitally signed by us OR Sub-AUA (Sub AUA Organization
name) shall integrate digitally signed SDK developed by us in their client
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application for capturing Aadhaar information like Aadhaar number, biometric
details, demographic details etc.

AUA- Department of Information Technology and Communication, GoR shall
ensure that the (Sub AUA Organization name) client application or SDK, as
the case may be, for Aadhaar authentication is audited, at the time of
appointment of  (Sub AUA Organization name) and also every year
thereafter, by information systems auditor(s) certified by STQC / CERT-IN
and compliance audit report is submitted to UIDAI

AUA- Department of Information Technology and Communication, GoR and (Sub
AUA Organization name) have ensured that the declared information filled up in
the application form as well as this undertaking was placed before the board of
directors / partners of our respective organizations in their meetings dated

and dated and has been read over and verified to be true and correct.

No particulars have been concealed and upon verification of the application,
the board / partners have approved the same for submission at the hands of
. Any change in the name, contact details, addresses etc. as
filled up in this application form shall also be immediately conveyed to
UIDALI.

The board resolutions / minutes of the meetings dated and dated
Approving the application form and authorizing
to submit the same are being annexed herewith.

The application form having been duly filled up and all its particulars having
been verified by all the directors / partners, each one of them shall be jointly
and severally liable for any discrepancy in the information supplied herein
above and as may be found by the authority.

This undertaking is being executed on this day of
20....at

Authorized signatory of (AUA- Department
of Information Technology and
Communication, GoR)

Signature:

Name:

Designation:

Organization:
Date:

Authorized signatory of (Sub AUA
Organization name)

Signature:

Name:

Designation:

Organization:
Date:




AGREEMENT

This Contract is made and entered into on this day of , 2018 by and between
Department of Information Technology &Communication, Jaipur), having its Head Office at IT
Building,Yojana Bhawan, Tilak Marg, C-Scheme, Jaipur-302005, Rajasthan (herein after referred to as
AUA-Authentication User Agency) which term or expression, unless excluded by or repugnhant to the
subject or context, shall include his successors in office and assignees on ONE PART

And
M/s , an organisation registered under the Indian/state organisation Act, its
registered office at (herein after referred as the “Sub AUA”) which term or

expression, unless excluded by or repugnant to the subject or context, shall include his successors in
office and assignees on the OTHER PART.

And Whereas,
M/s is desirous of using authentication services provided by AUA by becoming Sub-
AUA through Application No. dated

And whereas
AUA has accepted the request of organisation (Sub-AUA) and has approved the request vide Letter No.
dated

Now it is hereby agreed to by and between both the parties as under:

1. The Sub AUA who is seeking to use Aadhaar Authentication to enable a specific service/business
function is solely responsible for the choice of authentication type(s). The choice of the
Authentication type shall be the sole decision of the Sub AUA, and no other entity, including UIDAI,
Authentication Service Agency and Aadhaar Holder shall have any role in this decision of Sub AUA.

2. The Sub AUA assumes complete responsibility with regard to its network connectivity with AUA &
AUA shall have no responsibility in this regard.

3. The Sub AUA shall establish and maintain necessary authentication related operations, including
systems, processes, infrastructure, technology, security, etc., which may be necessary for using
Aadhaar Authentication Service, in compliance with standards and specifications, issued by
UIDAI/AUA from time to time.

4. The Sub AUA shall only employ the Authentication Devices and associated application components
(such as sensor and extractor pairs for fingerprint and iris scanners) which are duly registered with/
approved/ certified by UIDAI or an agency appointed by UIDAI for this purpose. Sub AUA
understand the authentication type to be employed by it in providing Aadhaar Enabled Services and
shall employ the Authentication Devices which confirm to the authentication type adopted by the
Sub AUA, and UIDAI/AUA shall have no role to play in this regard, and shall have no liability or
responsibility in this respect.

5. The Sub AUA shall ensure that the persons employed by it for providing Aadhaar Enabled Services
and for maintaining necessary systems, infrastructure, processes, etc. in this regard, possess
requisite qualifications for undertaking such works. The Sub AUA shall be responsible for ensuring
that such personnel are suitably and adequately trained to conduct Aadhaar Enabled Services, in
compliance with specifications and standards prescribed by UIDAI/AUA from time to time.

6. The Sub AUA shall, at all times, comply with the provisions contained in the Information Technology
Act, 2000 and the statutory rules framed there under, from time to time, in so far as the same has
application to its operations in accordance with this Agreement, and also with all other Laws, rules
and regulations, whether already in force or which may be enacted anytime in the future,
pertaining to data security and management, data storage, sharing and data protection, as also
with the National Identification Authority of India Bill, as and when the same in enacted into a law
and comes into force, and shall ensure the same level of compliance by its Authentication Device.

7. The Sub AUAs shall maintain logs of all authentication transactions processed by it, capturing the
complete details of the authentication transaction and shall retain the same for a duration as
prescribed by UIDAI/AUA from time to time but shall not, in any event, store the Aadhaar Personal
Identity Data of the Aadhaar Holder (PID). The Sub AUA understands and agrees that the logs
maintained by it shall not be shared with any individual or entity, and that the storage of the logs
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maintained by it shall comply with all the relevant laws, rules and regulations, including, but not
limited to, the Information Technology Act, 2000 and the Evidence Act, 1872.

In case of any investigations around authentication related fraud(s) or dispute (s), the Sub AUA shall
extend full cooperation to UIDAI/AUA, and/or any agency appointed/authorized by it and/or any
other authorized investigation agency, including, but not limited to, providing access to their
premises, records, personnel and any other relevant resource / information, etc. of or pertaining to
its Authentication Device.

The Sub AUA unequivocally agrees that all applications used by it in running its Aadhaar
authentication operations shall be duly certified/ approved by UIDAI or an agency appointed/
approved by UIDAI/AUA (as and when UIDAI/AUA creates a certification mechanism for certifying
Aadhaar enabled applications),. In the event the already certified/ approved applications employed
by the Sub AUA undergo modifications, the Sub AUA shall deploy the modified applications only
after renewed certification/ approval from UIDAI/AUA.

AUA may determine the charges or framework for charges for Sub-AUA for Aadhaar authentication,
e-KYC and other authentication services for which AUA shall send periodical invoice
(Monthly/Quarterly) to Sub-AUA and against which Sub-AUA shall promptly release payment to
AUA within 30 days of receipt of invoice date.

AUA shall not be responsible for failure of transaction and/or disruption in services on account of
connectivity, maintenance and any other systematic unforeseen reasons at the end of UIDAIl and/or
AUA.

The Sub- AUA shall comply by all the standard/protocol/guidelines issued by UIDAI and AUA. AUA
reserve the right to change the conditions of agreement or additional conditions may be imposed
on Sub-AUA to comply with the guidelines issued by UIDAI/State Registrar, for which Sub-AUA shall
submit a fresh agreement or supplementary agreement.

The Sub-AUA (government department /entity) need not to submit license fee. However, Sub- AUA
shall bear any financial impact/burden imposed by UIDAI on the transaction performed by Sub-
AUA or due to any reason/non-compliance observed by UIDAI or its authorized agency (DolT&C).

All disputes arising out of this agreement and all questions relating to the interpretation of this
agreement shall be decided as per the responsibilities & guidelines of Sub-AUA & AUA issued by UIDAI in
witness whereof the organisation have caused this contract to be executed by their Authorized

Signatories on this day of ,2018.
Signed By: Signed By:
() ()
Designation: Authorized Signatory (AUA)
Organisation (Sub-AUA) DolT&C, Jaipur
In the presence of: In the presence of:
() 0
Designation: Designation:
Organisation (Sub-AUA) DOIT&C, Jaipur
() ()
Designation: Designation:
Organisation (Sub-AUA) DolIT&C, Jaipur
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Circular No.1 of 2021

Sub:- Levying of License Fees on Sub-AUAs/Sub-KUAs.

Section 8 read with Section 23A of the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (as amended) (herein after referred to as
the Aadhaar Act, 2016) and Regulations 12 and 25 of the Aadhaar (Authentication)
Regulations, 2016 provide for authentication of Aadhaar number, appointment of
Requesting Entities (REs) and Authentication Service Agencies (ASAs), and imposition of
disincentives for contravention of provisions of the Aadhaar Act, 2016 and its Regulations,
Agreements, etc.

2 The Authority in exercise of powers under Section 8 of the Aadhaar Act, 2016 and
Regulation 12(7) of the Aadhaar (Authentication) Regulations, 2016, has decided to levy
License Fee on Sub-AUAs/Sub-KUAs.

3/ In view of the decisions taken by the Authority, following directions are issued for
compliance by the REs:

(1) The License Fees shall be levied on all Sub-AUAs/Sub-KUAs @ Rs. 3 lakh (exclusive
of applicable taxes) for a period of 02 years applicable w.e.f. 1% April 2021. All Sub-
AUAs/Sub-KUAs are required to pay this License Fees through their respective AUA/KUA
on or before 31st March 2021. This License Fees shall be apart from the license fees already
being levied on AUAs/ KUAs. This License Fees shall be applicable on all categories of Sub-
AUASs/Sub-KUAs including Government, Banks, etc. and shall be collected by AUAs and
paid to UIDAL

(i1) If an existing Sub-AUA/ Sub-KUA intends to continue to use Aadhaar authentication
services beyond 31.03.2021, it shall deemed to have agreed to the terms and conditions of this
circular and shall be required to deposit the license fees on or before 31.03.2021.

(ii1)  This License Fees, as mentioned above, shall be a non-refundable fee.



(iv)  In case, any existing Sub-AUA/Sub-KUA does not agree with the terms and conditions
of this circular, it may discontinue use of Aadhaar authentication services and shall intimate to
its AUA/KUA as well as UIDAI on or before 31st March 2021 by email/registered post.

(v) The recommending AUA/KUA shall be responsible for compliance of the above
requirement. Any non-payment or partial payment may lead to de-recognition/ deregistration
of the concerned Sub-AUA/Sub-KUA. Any AUA/KUA providing services to any unapproved
or de-recognized Sub-AUA/ Sub-KUA shall be held in violation of Section 23A of the
Aadhaar Act, 2016 as well as violation of AUA/KUA Agreement and appropriate action shall
be taken as per the provisions of the Aadhaar Act, 2016, Aadhaar (Authentication) Regulation,
2016 and other applicable laws.

(vi)  Sub-AUAs / Sub-KUAs shall get their infrastructure, systems, operations, procedures
etc. audited by any Information Systems Auditor certified by a recognized body or as per the
directions issued by UIDAI from time to time. AUAs shall ensure timely audit and submission
of report with UIDAL

(vii) UIDAI may, at any time, get infrastructure, systems, operations, procedures etc. of an
approved Sub-AUA/ Sub-KUA audited itself or through any auditor appointed by.

4. This issues with the approval of the Competent Authority. ’)(/'N
a /

(arf?rcrtmfa)

To

(1) All Authentication Service Agencies,
(ii)  All Requesting Entities (AUAs/KUAs/Sub-AUAs/Sub-KUAs)
(iii)  All DDGs (R.Os)
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Circular No. 2 of 2021

Sub:- Levying of License Fees on Sub-AUAs/Sub-KUAs.

In partial modification of the Circular No. 01 of 2021 dated 09.02.2021 on the
captioned subject, following directions are issued for information of and compliance by the
Requesting Entities:

(1) UIDAI Headquarters will raise invoices directly to the approved Sub-AUAs/ Sub-
KUAs and share a copy of the same with respective AUA with a direction to ensure timely
payment by the concerned Sub-AUA/ Sub-KUA. It shall be the responsibility of the AUA to
make sure that only those Sub-AUAs/ Sub-KUAs, who are duly approved by UIDAI and have
paid license fees, are provided Aadhaar-based authentication services by it.

(i)  The due date for payment of license fees by a Sub-AUA/ Sub-KUA is changed from
31.03.2021 to 30.04.2021.

(iii) AUAs shall immediately inform UIDAI of name of the organization, billing address
and GSTIN of the existing Sub-AUAs/ Sub-KUAsS.

This issues with the approval of the Competent Authority. %@é/ 1,.{
: ]
a -]
3
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(i) All Authentication Service Agencies,
(i)  All Requesting Entities (AUAS!KUAsfSuh—AUAsfSub—KU As)
(iii) Al DDGs (R.Os)



